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External

Description Price Qty Ext. Price

Penetration Test (Active)

External Network Penetration Test $17,500.00 1 $17,500.00

Ingram Micro will conduct the PEN test on the 31 External IP’s provided,
which involves performing reconnaissance “foot printing” on the target
IP’s, scanning for vulnerabilities and then attempting to gain access via
exploits or brute force attacks. Ingram will provide a Final Report and a
companion PowerPoint presentation documenting what we vulnerabilities
we found, if we were able to gain access and remediation
recommendations for every vulnerability observed. This quote covers the
PEN Test as well as the development of a Final Report and PowerPoint
for presentation to the End Customer, documenting the recommendations
to address issues uncovered during the PEN Test. The PEN Test
includes a Vulnerability Scan as part of the project.

Section Subtotal $17,500.00
Subtotal: $17,500.00

Internal Vulnerability Scan

Description Price Qty Ext. Price
Network Security Appliance $850.00 1 $850.00
Please review attached PDF for details in regard to the appliance and

reports.

Internal Vulnerabilities Scan Labor $7,000.00 1 $7,000.00

172.16.4.0/24
172.16.6.0/24
172.16.8.0/24
172.16.10.0/24
172.16.11.0/24
172.16.12.0/24
204.107.158.0/24

Domain Scan - cost per domain $40.00 1 $40.00

westalliswi.gov

Subtotal: $7,890.00

Internal Vulnerability Scan Scope of Work

Overview

Page: 2 of 5




§W16186 Appleton Ave

: Suite A
mopee FaIIsL Wisconsin 53051
‘www.ontech.com

% @3&522 8560

1. Project Background and Description

City of West Allis is requesting a security assessment to get a “current state” of their network security, and to obtain
recommendations on any actions needed to fix and security issues on their network.

2. Project Scope

This project includes the following items:
Onsite visit to run network scans and perform physical security assessment, including:
o 1 AD Domain & 1 Web Domain
o Approximately 8 VLAN networks size /24
Evaluation of scan results and creating documentation around findings and recommendations

Presenting recommendations to Village of Greendale staff

3. Roles and Responsibilities

Ontech will be responsible for:

Providing the appliance hardware to run network scans

Providing the software necessary to run network scans

Providing documentation and recommendations resulting from the scan

City of West Allis will be responsible for:

Providing a person familiar with the computer network and physical facilities to accompany Ontech’s security engineer the day of
the assessment and to answer questions

Providing domain administrator credentials for the purposes of running the Windows-centric network and computer scans
Providing access to a domain-joined computer (preferably a domain controller) to run some of the Windows scans from

Providing a secure area with network access for the network scan appliance to be staged from

4. Deliverables

Work with City of West Allis to schedule the initial onsite visit
Perform the scans and evaluation in a timely manner

Documentation, results, and recommendations stemming from the assessment in digital format

An onsite results meeting to review the items above

5. Assumptions
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Ontech assumes that City of West Allis will be able to provide all items under their responsibility in section 3.

6. Anticipated Impact

There should be no impact to the user base or system availability. Ontech will take steps to try and ensure there are no
unplanned impacts or outages.

7. Specific Exclusions from Scope

Social Engineering and user testing is not included as part of this assessment.
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Quote Information: Prepared for: Prepared by:

Quote #: KB008892 City of West Allis Ontech Systems Inc.
Version: 7525 W Greenfield Ave Keegan Bolstad
Delivery Date: West Allis, WI 53214 (262) 522-8560
Expiration Date: Tony Warkoczewski keegan@ontech.com

(414) 302-8330
twarkoczewski@westalliswi.gov

Quote Summary

Description Amount

External $17,500.00
Internal Vulnerability Scan $7,890.00

Total:  $25,390.00

Taxes, shipping, handling and other fees may apply. We reserve the right to cancel orders arising from pricing or
other errors.

Ontech Systems Inc. City of West Allis
Signature: K—g Signature:

Name: Keegan Bolstad Name: Tony Warkoczewski
Title: Sales Manager Date:

Date: 04/21/2022

Page: 5 of 5





