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Barracuda Solution compared to MSFT



Total house Protection with layers of defense



Barracuda Total Email Protection layers of defense
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Barracuda Total Email Protection

Spam

Gateways stops spam before hitting mail servers

Malware
Inline deployment stops malware before hitting inboxes

Data Exfiltration

Gateways are deployed to stop inline exfiltration.

URL Phishing

Gateways lack historical and internal visibility so rely on less accurate generic population models

Scamming

Gateway solution must rely on generic models of domains used in the wild.

Blackmail

Blackmail attacks are general enough that gateways can detect them reasonably well.

Gateway Defense
Barracuda
Essentials 

Gateway Defense

Resilience

Human defense Security Awareness

AI Inbox Defense

Remediation/Response 



Resilience
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Barracuda Total Email Protection

Resilience
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Barracuda Compliance- Cloud Archive

https://docs.microsoft.com/en-us/office365/servicedescriptions/exchange-online-archiving-service-description/archive-features



But Microsoft takes care of that!

https://www.microsoft.com/en-us/servicesagreement
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Barracuda Total Email Protection

AI Inbox DefenseBarracuda

Sentinel

Stop Targeted Attacks with 
Artificial Intelligence

• Prevent Spear Phishing
• Prevent Business Email 

Compromise / CEO Fraud
• Detect Employee 

Imprecations
• Stop Zero-Day Phishing
• Detect Web Impersonation
• Stop Inbound Spoofing
• Continuous Learning

Stop Account Takeover with 
Artificial Intelligence

• Detect Incidents of Attack 
and Incidents of 
Compromise

• Detect Suspicious log-ins
• Alert for Account Takeover
• Detect Compromised 

Emails
• Detect and Prevent Lateral 

Phishing Attacks and 
Account Takeovers

Domain Fraud Prevention

• Prevent Third Party 
Domain Spoofing

• Automated DMARC 
Reporting

• DMARC Aggregation and 
Visualization

• DKIM/SPF Configuration 
and Troubleshooting

• Better Email Deliverability
• Protect Organizational 

Reputation and Brand
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Remediation/Response 
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Barracuda Total Email Protection

Remediation/Response Barracuda

Forensics

Respond

• Automated Incident 
Response

• User Alerts

• Delete Malicious 
Attacks from All users

Investigate
• Identify users who 

interacted with 
suspicious users

• Identify Post Delivery 
Threats

Identify
• Report Suspicious 

Behavior
• Real-time reporting 

and forensics
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Barracuda Total Email Protection

Human defense Security Awareness
Barracuda

PhishLine

Test

• Phishing, Smishing, Vishing, 
Physical Media (USB/SD card)

• Quick Launch: Simulations

• Extensive Customization options

• Real world threat content

Analyze

• Extensive reporting 
and metrics

• Customizable or canned

• Automatically delivered 
at the end of Quick 
Launch campaigns

Train

• Train on 13 email 
threat types

• Nano learning 
video modules

• Developed to help 
meet compliance

• Extensive 
language support
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Next Steps?


